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Trust@FHH Research Group

Team

— Chair: Prof Dr. Josef von Helden
— 3 research associates
— 4 student assistants

Research Fields

— Trusted Computing

— Network & Mobile Security
Selected Projects

— TNC@FHH

— IRON

— ESUKOM

More Information

— trust.inform.fh-hannover.de
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ESUKOM overview
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The ESUKOM Project in a Nutshell

Motivation

— Smartphones are used in business environments
— Impact of Smartphones in terms of IT-Security is unclear
— ldea: Address Smartphone Challenge by leveraging IF-MAP

Project Goals
— Investigation of Smartphone platforms in terms of security
— Development of IF-MAP prototype infrastructure

Duration
— 10/2010 — 09/2012 (2 years)
F u n d i n g SPONSORED BY THE
— Funded by german BMBF Federal Ministry
. % of Education
Websrte and Research

— www.esukom.de

2011/06/15 ESUKOM 5




Project Consortium

3 SMEs & 2 Academic Institutions
— DECOIT GmbH

Ry
— mikado soft GmbH -DE!IT N mikado
— NCP engineering GmbH

=
— Fraunhofer SIT /‘FraunhOff.: "cp AAAAAA .
— Trust@FHH, FH Hannover

fEiiiis. Trust@FHH
T Tl e i
* Further Cooperations

— Infoblox, Juniper, Enterasys, Infineon e
— PhD Programme with JUNIPEN Infoblox s

Universitat der Bundeswehr Munchen 2 enterasys (in/ﬁneon,

...............
der Bundeswehr

Universitdt (5 Miinchen
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ESUKOM High Level Architecture
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Mobile Phone Security
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Smartphone Threat Analysis for ESUKOM

Goal

— Threat model for smartphones used in corporate environments
— Smartphones == mobile consumer electronic devices

« Smartphone Characteristics
— Built-in Sensors

i I
3 ¥ cal @ 1:28 AM
] ne ;

— Connectivity BEE"

Internet t : BEuew
— Internet-suppor - g4
— Resource Paradox i

— App-based Architectures
— Platform Diversity
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Target of Attack Physical Environment Smartphone

Smartphone Threat Analysis for ESUKOM

IT-Infrastructure

-
Resource Exhaustion Mal-Apps

~

J

Trojan SMS/MMS Spamming

-

-
Sensory Mal-Apps ]
Exemplary Attacks Local Data Sniffing Mal-Apps

[ Insider Sensor Sniffing J

Botnet Mal-Apps

Physical Loss / Theft
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[Smartphone Mounted Data Theft]

[ Smartphone Mounted Profiling j
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ESUKOM Key Features

ESUKOM
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ESUKOM Key Features

-
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Location-based Services

]
ESUKOM
‘I‘ Key Features

[

rtphone Awareness
i ff

Single Sign-O J

L Secure Evidence J { Real-time Enforcement J
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ESUKOM Development

ESUKOM
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ESUKOM Development: Overall Planning

Anomaly Detection Smartphone Identity Awareness LOCBthI’T-baSEd Mal-App Detection LR Secure Evidence Single Sign-Off Responsibility
Awareness Services Enforcement
macmon P/S P P P/S S S P MIC
NCP VPN P/S P P P S S NCP
(Free) RADIUS P P P P/S DEC
Snort P P/S P DEC
Detection Engine P/S S P/S P/S P/S FHH
Nagios P DEC
iptables P/S P/S S DEC
Smartphone P/S P P P P/S P/S FHH
DHCP P P FHH
IRONGUI S S S S S S S S FHH
Timing Authority P SIT
TNC Server P/S SIT
Privacy CA P SIT
Evidence DB S SIT
Open VPN
(Redundancy to NCP P/S P/S DEC
VPN)
P = Publish S = Subscribe P/S = Publish + Subscribe
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ESUKOM Development

« Status by 15/06/2011

— Publish functionality of standard metadata
by MAP Clients

NCP VPN Gateway
mikado soft macmon
Snort
Android Smartphone
« DHCP
— MAP Server
* irond
— Visualization
* irongui
— subscribe / search functionalities: under development
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Live Demo

ESUKOM
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ESUKOM Demo Setup
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ESUKOM Demo: Screenshot irongui
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Open (Research) Questions

ESUKOM
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Open (Research) Questions

« Effective correlation of large metadata graphs
— What are suitable correlation approaches?
— What part of metadata graph is relevant for what purpose?

» Trustworthiness of metadata graph

=> Detection Engine
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Further Open (Research) Questions

Smartphone specific metadata vocabularies
— Status of sensors
— Platform configuration (installed apps, used permissions)

Interdomain MAP

— MAP-Server to MAP-Server Communication

Threats introduced by IF-MAP?
— Impact of rogue MAPCs

2011/06/15 ESUKOM
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Thank You

Questions ?
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Die in dieser Publikation enthaltenen Informationen stehen im Eigentum der folgenden
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